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WHO AM I?

Introduction
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ÅProduct Overview

ÅDemonstration

ÅMajor Use Cases

ÅProduct Considerations

LAIKA BOSS

Agenda



PRODUCT OVERVIEW
WHAT IS LAIKA BOSS?

File
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MAYBE A LITTLE OVERSIMPLIFIED

Simplified View

Laika BOSS MetadataFile
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OTHER THINGS WE NEED TO KNOW ABOUT

Associated Technologies

Associated Technology Reason

YARA Custom file signatures

Å Know how to interpret files

Å Creation of signatures

ClamAV Standard Antivirus

Å Detection of malicious files

ZeroMQ Messaging Queue

Å Asynchronous worker design

Fluentd Logging
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ÅTool designed to help identify and classify malware using descriptions 
of patterns within the files.

ÅEach of these patterns, called a rule , is designed to identify a class of 
file.

ÅStandard rulesets are available all over the Internet for detection of 
known viruses, exploit kits, web shells, etc.

RULES AND SIGNATURES

YARA
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RULES AND SIGNATURES

YARA
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RULES AND SIGNATURES

YARA
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ÅOpen source antivirus engine for 
signature -based virus detection.

ÅStandard AV seen on most Unix -
based OSes

OPEN-SOURCE ANTIVIRUS

ClamAV
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ÅA lightweight message queue meant 
to assist for communication 
between processes.

ÅOpen-source and cross platform.

SCALABILITY

ZeroMQ
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ÅOpen-source data collector

ÅSimplifies logging

LOGGING

Fluentd
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ÅLike YARA, Laika BOSS uses 
rules to interpret files.

ÅThese rules tell Laika how 
to further process the 
object as well as recognize 
the type .

RULES AND SIGNATURES

Laika BOSS
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Unlike YARA, Laika BOSS can use 
modules .

ÅWritten in Python.

ÅExtract Metadata and extract other 
objects for more processing.

ÅCustom modules can be written.

MODULES

Laika BOSS
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READING AN EMAIL

Laika BOSS
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Laika BOSS



1818

READING AN EMAIL

Laika BOSS



1919

READING AN EMAIL

Laika BOSS



2020

READING AN EMAIL

Laika BOSS


