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PRODUCT OVERVIEW

WHAT IS LAIKA BOSS?
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Simplified View
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Assoclated Technologies

Associated Technology

Reason

YARA

ClamAvV

ZeroMQ

Fluentd

Custom file signatures
A Know how to interpret files

A Creation of signatures

Standard Antivirus

A Detection of malicious files

Messaging Queue

A Asynchronous worker design

Logging
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YARA

ATool designed to help identify and classify malware
of patterns within the files.

using descriptions

AEach of these patterns, called a rule , is designed to identify  a class of

file.

A Standard rulesets are available all over the Internet for
known viruses, exploit kits, web shells, etc.

detection of



rule silent_banker : banker

1

meta:
description = "This is just an example”
thread_level = 3
in_the_wild = true

strings:
ta = {6A 40 68 00 30 00 00 6A 14 8D 91}
$th = {BD 4D BO 2B C1 83 CO 27 99 6A 4E 59 F7 F9}
$c = "UVODFRYSIHLNWPE IXQZAKCBGMT"

condition:
$a or %b or %c




YARA

rule php_in_image
{
meta:
author = "Vlad https://github.com/vlad-s"
date = "2016/07/18"
description "Finds image files w/ PHP code in images"
strings:
$gif = /~GIF8[79]a/
$jfif = { ff d8 ff e? 00 10 4a 46 49 46 }
$png = { 89 50 4e 47 @d ©Qa 1la 9a }

$php_tag = "<?php”
condition:

(($gif at @) or

($jfif at @) or

($png at ©)) and

$php_tag
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ClamAvV

OPEN-SOURCE ANTIVIRUS

AOpen source antivirus engine for
signature -based virus detection.

A Standard AV seen on most Unix -
based OSes
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ZeroMQ

AA lightweight message queue meant
to assist for communication
between processes.

AOpen-source and cross platform.
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Fluentd

AOpen-source data collector

A Simplifies logging

fluentd



Lalka BOSS

AlLike YARA, Laika BOSS uses rule type_is_enail

rules to interpret files. meta:
scan_modules = "META_ EMAIL EXPLODE_EMAIL"
file type = "eml"

strings:
. $from = "From "
AThese rules tell Laika how $received = "\x@aReceived:"

$ret = "\x@aRet -Path:™

to further process the onditio

ObJeCt as We” as recognlze Er(lgirf);tgio;;cstlodule contains "EXPLODE_EMAIL") and

the type ($received in (@ .. 2048)) or

($return in (0 .. 2048)))




Lalka BOSS

Unlike YARA, Laika BOSS can use
modules .

A Written in Python.

A Extract Metadata and extract other
objects for more processing.

A Custom modules can be written.

rule type is email

{

meta:
scan_modules = "META EMAIL EXPLODE EMAIL"
file type = "eml”
strings:
$from = "From "
$received = "\x@aReceived:"
$return = "\x@aReturn-Path:"
condition:
(not ext_sourceModule contains "EXPLODE_EMAIL") and
(($from at @) or
($received in (0 .. 2048)) or
($return in (0 .. 2048)))




Lalka BOSS

READING AN EMAIL

Dispatch Modules Module Output

@ Meta: E-Mail
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READING AN EMAIL
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Lalka BOSS

Dispatch Modules Module Output

—|CAMETA_EMAIL Meta: E-Mail

Metadata
| S PSCAN_YARA

New File:
Headers

: Dispatch
Laika
Worker 0

rule type_is_email
{
meta:
scan_modules = "META EMAIL EXPLODE_EMAIL"
file type = "eml"
strings:
$from = "From "
$received = "\x@aReceived:"
$return = "\x@aReturn-Path:"
condition:
(not ext_sourceModule contains "EXPLODE_EMAIL") and
(($from at @) or
($received in (@ .. 2048)) or
($return in (@ .. 2048)))
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READING AN EMAIL

Dispatch Modules Module Output
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Lalka BOSS

READING AN EMAIL

Add metadata, flags, and new object
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