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Goals
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ÅTo improve  Google Hacking
ÅAttacks and defenses
ÅAdvanced tools and techniques

ÅTo think differently  about exposures in 
publicly available sources 

ÅTo blow your mind!

D R O P  K N O W L E D G E  O N  Y O U 



Google/Bing Hacking
S E A R C H  E N G I N E  A T T A C K S
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Attack Targets
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ÅAdvisories and Vulnerabilities (215)

ÅError Messages (58)

ÅFiles containing juicy info (230)

ÅFiles containing passwords (135)

ÅFiles containing usernames (15)

ÅFootholds (21)

ÅPages containing login portals (232)

G O O G L E  H A C K I N G  D A T A B A S E

ÅPages containing network or 
vulnerability data (59)

ÅSensitive Directories (61)

ÅSensitive Online Shopping Info (9)

ÅVarious Online Devices (201)

ÅVulnerable Files (57)

ÅVulnerable Servers (48)

ÅWeb Server Detection (72)



Attack Targets
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Old School Examples
ÅError Messages
Åfiletype:asp  + "[ODBC SQLñ

Å"Warning: mysql_query()" "invalid queryñ

ÅFiles containing passwords
Åinurl:passlist.txt

G O O G L E  H A C K I N G  D A T A B A S E



New Toolkit
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Google Diggity
ÅUses Google AJAX API

ÅNot blocked by Google bot detection
ÅDoes not violate Terms of Service

ÅCan leverage 

Bing Diggity
ÅUses Bing 2.0 SOAP API
ÅCompany/ Webapp Profiling

ÅEnumerate: URLs, IP-to-virtual hosts, etc.

ÅBing Hacking Database (BHDB)
ÅVulnerability search queries in Bing format

S T A C H  &  L I U  T O O L S



New Toolkit
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GoogleScrapeDiggity
ÅUses Google mobile interface

Å Light-weight, no advertisements

Å ViolatesTerms of Service

ÅBot detection avoidance
Å Distributed via proxies

Å Spoofs User-agent and Referer
headers

Å Random &userip= value

Å Across Google servers

S T A C H  &  L I U  T O O L S



New Hack Databases
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BHDB Bing Hacking Data Base
ÅFirst ever Bing hacking database

ÅBing hacking limitations
Å Disabled inurl:, link: and linkdomain:

directives in March 2007

Å No support for ext:, allintitle:, allinurl:

Å Limited filetype: functionality
Å Only 12 extensions supported

A T T A C K   Q U E R I E S

Example- Bing vulnerability search:
Å GHDB query

Å " allintitle:Netscape FastTrack Server Home Page"

Å BHDB version
Å intitle :òNetscape FastTrack Server Home Page"



New Hack Databases
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SLDB - Stach & Liu Data Base

ÅNew Google/Bing hacking searches in active development by the 
S&L team

SLDB Examples
Å ext:(doc | pdf | xls | txt | ps | rtf | odt | sxw | psw | 

ppt | pps | xml) (intext:confidential salary | 

intext:"budget approved") inurl:confidential 

Å filetype:sql "insert into" ( pass|passwd|password )

Å !Host=*.* intext:enc_UserPassword=* ext:pcf

Å "your password is" filetype:log

A T T A C K   Q U E R I E S



DEMO
N E W  G O O G L E  H A C K I N G  T O O L S
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Traditional Defenses
G O O G L E H A C K I N G  D E F E N S E S
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Å§Emmejc F_ai wmspqcjdµ mpe_lgx_rgml
ÅEmploy tools and techniques used by hackers
ÅRemove info leaks from Google cache

ÅUsing Google Webmaster Tools

ÅRegularly update your robots.txt.
ÅOr robots meta tags for individual page exclusion

ÅData Loss Prevention/Extrusion Prevention Systems
ÅFree Tools: OpenDLP, Senf

ÅPolicy and Legal Restrictions



Traditional Defenses
G O O G L E H A C K I N G  D E F E N S E S
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Advanced Defenses
P R O T E C T  Y O  N E C K
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Existing Defenses
§F ? A I  W M S P Q C J Dµ

15

Multi-engine resultsU

Real-time updatesU

ConvenientU

Historical archived dataU

UMulti-domain searching

Tools existV



Advanced Defenses
N E W  H O T  S I Z Z L E

Stach & Liu now proudly presents:

ÅGoogle Hacking Alerts

ÅBing Hacking Alerts
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Google Hacking Alerts
A D V A N C E D  D E F E N S E S
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Google Hacking Alerts
ÅAll hacking database queries using 

ÅReal-time vuln updates to >2400 hack queries via RSS

ÅOrganized and available via                     importable file



Google Hacking Alerts
A D V A N C E D  D E F E N S E S
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Bing Hacking Alerts
A D V A N C E D  D E F E N S E S
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Bing Hacking Alerts
ÅBing searches with regexs from BHDB
ÅLeverage &format=rssdirective to turn into update feeds
ÅReal-time vulnupdates to >900 Bing hack queries via RSS



Bing/Google Alerts
T H I C K  C L I E N T S  T O O L S
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Google/Bing Hacking Alert Thick Clients

ÅGoogle/Bing Alerts RSS feeds as input

ÅAllow user to set one or more filters

Åe.g. §wmspamkn_lw,amkµ in the URL

ÅSeveral thick clientsbeing released:

ÅGoogle Desktop Gadget

ÅOS independent client

ÅDroid app (coming soon)



DEMO
A D V A N C E D  D E F E N S E  T O O L S
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New Defenses
§E M M E J C - @ G L E   F ? A I  ? J C P R Qµ
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Multi-engine resultsV

Real-time updatesV

ConvenientV

Historical archived dataV

VMulti-domain searching

Tools existV



Google Apps Explosion
S O  M A N Y A P P L I C A T I O N ST O  A B U S E
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Google PhoneBook
S PE A R  P H I S H I N G
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Google Code Search
V U L N S  I N  O P E N  S O U R C E  C O D E
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ÅRegex search for vulnerabilities in public code

ÅExample: SQL Injection in ASP querystring

Åselect.*from.*request\ .QUERYSTRING



DEMO
G O O G L E  C O D E  S E A R C H  H A C K I N G
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Google Code Search
V U L N S  I N  O P E N  S O U R C E  C O D E
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