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Goals

DROP KNOWLEDGE ON YOU

A To improve Google Hacking
A Attacks and defenses
A Advanced tools and techniques

A To think differenthabout exposures in
publicly available sources

ATo blow your mind!
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Google/Bing Hacking

SEARCHENGINE ATTACKS
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Attack Targets

GOOGLE HACKING DATABASE

A Advisories and Vulnerabilities (215) A Pages containing network or

A Error Messages (58) vulnerability data (59)

A Files containing juicy info (230) A Sensitive Directories (61)

A Files containing passwords (135) A Sensitive Online Shopping Info (9)
A Files containing usernames (15) A Various Online Devices (201)

A Footholds (21) A Vulnerable Files (57)

A Pages containing login portals (232) A Vulnerable Servers (48)
A Web Server Detection (72)
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Attack Targets

GOOGLE HACKING DATABASE

Old School Examples

AError Messages
Af il etype: asp + " [ ODBC SQLA
A"Warning: mysql _query ()" "invalid

AFiles containing passwords
A inurl:passlist.txt
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New Toolkit

STACH & LIUTOOLS

Google Diggity
A Uses Google AJAX API

A Not blocked by Google bot detection
A Does not violate Terms of Service

@ A Can leverage Google custom search

Bing Diggity
A Uses Bing 2.0 SOAP API
A Company/ Webapp Profiling
A Enumerate: URLstRvirtual hosts, etc
“» A Bing Hacking Database (BHDB)

A Vulnerability search queries in Bing format
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New Toolkit

STACH & LIUTOOLS

Googlescrape Digg ity € 2| ‘http;, ."'.WWW.gOOg|e.COm,-"."ﬂ_.-'f‘ac" iu.cométbs=web;1 > O- £

A Uses Google mobile interface » | site:stachiiu.com a3
A Lightwveight, no advertisements Stach & Liu

Francis Brown and Rob Ragan will be presenting Lord of the Bing: Taking back search engine hacking fram Google and Bing” at Black .
www.stachliu.com/ - Options v

A ViolatesTerms of Service N |
or Lord of the Bing!

Lord of the Bing! Taking back search engine hacking fram Google and Microsoft. 03 MAY 2010. Presented by: ...
www_stachliu_com/slides/lordoft. - Options v

A Botdetection avoidance Company « Stach & Liu

Stach & Liu was founded in 2005 by industry leading experts to help companies secure their networks and applications. ...

A Distrlbuted Vla. prOXIeS www.stachliu.com/../company/ - Options v

=or Defeating Forensic Analysis - Slide 1

Defeating Forensic. Analysis. CEIC 2006 — Technical Lecture 1. Thursday, May 4 — 10:30 am to 11:30 am_ Presented by Vincent Liu and
A SpOOfS Useagent and Referer www.stachliu.com/files/CEIC2006... - Options v
headers News « Stach & Liu

JUN 25, 2009 | Vincent Liu will be participating in Jump Start Application Security Initiatives with SaaS, a CSO online webinar .
www_stachliu_com/./news/ - Options v

A Random Val ue Clients & Partners « Stach & Liu

Stach & Liu serves a broad array of organizations all over the world including the Fortune 1000, mid-market enterprises, ..
www.stachliu.com/index_phpfcomp... - Options »

m

A Across Google servers

Regulatory Compliance « Stach & Liu
HIPAA Health Check & Readiness Review. Stach & Liu's HIPAA Health Check & Readiness Review service will help you gain a complete ...
www.stachliu.com/index_phpfserv... - Options v
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New Hack Databases

ATTACK QUERIES

BHDB- Bing Hacking Data Base

A First ever Bing hacking database

A Bing hacking limitations
A Disabled , and
directives in March 2007

A No support forext; ,

A Limited functionality
A Only 12 extensions supported
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Example- Bing vulnerability search:
GHDB query

A

A " allintitle:Netscape

FastTrack  Server Home Page”

BHDB version

A intitle

0 Net s cRagiTeack Server Home Page"

oINg
Web

RELATED SEARCHES
Free-form Mail

Form Processor

PHP FarmMail

ASP FormMail

Cgi FormMail

NMS FormMail

Matt's FormMail
FormMail Not Working

SEARCH HISTORY
Search more to see your
history

See all

Clear all - Tumn off

inanchor:pl inanchor:cgi intitle:"FormMail *" @

ALL RESULTS 1-10 of 13 results - Advanced

FormMail.com - HTML Form Processor

Web Senice to process and email the results of web forms. Mo programming or installation is needed *
www.formmail.com - Cached page

Maft's Script Archive: FormMail

COveniew: FormMail is a generic HTML form to e-mail gateway that parses the results of any form and
sends them to the specified users. This script has many formatting and ...
www_scriptarchive_com/formmail html - Cached page

Matt's Script Archive: FormMail: Download

Optional Information: Supplying your e-mail address is completely optional. You can also request to
be subscribed to the new-scripts mailing list, which receives occaisional messages ...
www_scriptarchive_com/download_cgi?s=formmail - Cached page

Bin Cgi Formmail pl

Bin Cgi Formmail pl FOUND IT HERE! calor de de formas transmission care child form home
mathematical transformation enter key submit form 1 crash formula
grou.ps/bincgiformmail_pl - Cached page

FormMail v1.92

Copyright 1995 - 2002 Matt Wright Version 1.92 - Released April 21, 2002 A Free Product of Matt's
Script Archive, Inc.

formmail. monstercommerce.com/cgi-bin/ntformmail/ntformmail.pl - Cached page

FormMail v1
FormMail
home xtra_co.nz/cgi-bin/FormMail_pl - Cached page




New Hack Databases

ATTACK QUERIES

SLDB Stach & Liu Data Base

A New Google/Bing hacking searches in active development by the
S&L team

SLDB Examples
A ext:(doc | pdf | xIs | txt | ps | rtf | odt | sxw | psw |

ppt | pps | xml) (intext:confidential salary |
intext:"budget approved") inurl:confidential
A filetype:sql "Insert into" ( pass|passwd|password )

A Host=*.* intext:enc_UserPassword=* ext:pcf

A "your password is" filetype:log
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NEW GOOGLE HACKING TOOLS

DEMO
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Traditional Defenses

GOOGLE HACKING DEFENSES

ASEmmejc F_ai wmspgcjdp mpe | gx
A Employ tools and techniques used by hackers
A Remove info leaks from Google cache
A Using Google Webmaster Tools

A Regularly update your robots.txt.
A Or robots meta tags for individual page exclusion

A Data Loss Prevention/Extrusion Prevention Systems
A Free Tools: OpenDLBenf

A Policy and Legal Restrictions
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Traditional Defenses

GOOGLE HACKING DEFENSES

ASEmmejc F _ai
A Employ tools and technj
A Remove infg

gle Webmaster %
at rob .
t a indi
xtrusion P

OpenDLBenf

Fr 0

estrictions
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Advanced Defenses

PROTECT YO NECK
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Existing Defenses

S§SF 2 Al WM S P Q C

\/ Tools exist

|J Convenient

|J Reakime updates

|J Multiengine results

|J Historical archived data

U Multidomain searching

o® STACH&LIU

J

D u

15



Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:
AGoogle Hacking Alerts
ABing Hacking Alerts
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Google Hacking Alerts

ADVANCED DEFENSES

Google Hacking Alerts

A All hacking database queries usinGoug[e alerts

A Reatime vuln updates to >2400 hack queries via RSS

A Organized and available vie Google reader mportable file

stachliud@gmail.com | Settings | FAQ | Sign out

[ |
Gotjgle alerts Manage your Alerts GHDB regexs made into
Google Alerts
Your Google Alerts Switch to text emails | Export alers
Search terms N\ Type How often Email length
[ Host="* intext:enc_UserPassword=" ext:pcf Wieh as-it-happens up to 50 results Feed £ edit
“iew in Google Reader
[ "# Durnping data for table (usernameluserusers|password)” Yiah it b amnan Feed Eﬂ edit
“iew in Google Reader
: RSS Feeds generated that :
[T "# Dumping data for table" Yieh track new GHDE vulnerable Feed EJ edit
pages in real-time “iew in Google Reader
[ "# phptdyAdmin My SEL-Dump" "INSERT INTO" -"the" Yyeh Feed B edit
k J “iew in Google Reader
o STACH&LIU 17



Google Hacking Alerts

ADVANCED DEFENSES

Google reader Al items -1 [ Search

All items (1000+)

James Bond needs help!

B3 Add a subscription Google Alerts - "mySQL error with query™ mySQL error page snippet conveniently
provided in RSS summary

Show: 11 new itemns - all items | Mark all as read | - | Refresh | Feed settings... -
Feople you follow +||>
Explore : HESLAXOFDEMN - SRR T, XLHK- BEXERDC, ... mySOL erorwith CREATE TEMPORARY TABLE p
/Subscriptions - HEEE-bAOFBEAE - mySOL error with query SELECT COUNT(™) AS result FROM nucleus jAttionlog: Can't open file: 'nucleus_acticl
@ (7 FSDB-Backup Files (195) 4 ¥ James Bond 007 - MG - The Home Of James Bond - mySQL error with query SELECT c.citern as itemid, ¢ cnumb¥ as commentid, ¢ chodly as

@ FSDB-Configuration Ma... (371)
® [ FSDB-Error Messages {(654)

\ FSDB-Privacy Related (501) via Google Alerts - "mySQL error with query”
# [ FSDB-Remote Administr... (102)

James Bond 007 :: MI6 - The Home Of James Bond

® [ FSDB-Reported Vulnera... (90) mySQL error with query SELECT c.citemn as itemid, c.cnumber as commentid, c.chody as body, c.cuser as

user, c.cmail as userid, c.cemail as email, ...

@ [ i
# =/ FSDB-Technology Profile (652) \_ wiy MIG . co ukdmi 6 php3inewsindex php Piternid. .

J/

® {7 GHDB-Advisories and V... (1000+
= = GHDB-Error Messages (1000+) Add star Like Share Share with note Email < - Add tags

2! Google Alerts - "mySAQ... (11 -
W Google Ale .
with guery
2 Google Alerts - acCe.. BT Several thousand GHDB/FSDB

mMysdl Macosx

¥

2 Google Alerts - "Ani... (1) q

1 "

EMAFH » DT RN — A - mySAL error with query INSERT INTO nucleus_plug_captcha (ckey, time, solution, active) VALUES ('890c8be48 1
WLER EHESR | 5T - mySAL error with query INSERT INTO nucleus_plugin_option (oval
vuln alerts generated each day 1 FRfEdt . BER - mySAL error with query INSERT INTO nucleus_plugin_option (ovg

fgs Jewelry . - mysal errorwith query. creating standalone applications with mysgl. mysgl
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Ing Hacking Alerts

ADVANCED DEFENSES

Bing Hacking Alerts
A Bing searches with regexs from BHDB
A Leverage&format=rssdirective to turn into update feeds
A Reattime vulnupdates to >900 Bing hack queries via RSS

GO;. }Slﬁ reader Al iterns = Search
B3 Add a subscription Bing: intitle:"Snap Server” intitle:"Home" "Active Users" »
All items (1000+) Show: O new items - all items | Mark all as read | = || Refresh | Feed settings... =

People you follow
Snap Server WELW-SNAP [Home] - WELW-SMAF = Home

Snap Server CORESERVER [Home] - CORESERYER = Home

Explore
Subscriptions
3 BHDB-Advisories and V... 910) | Snap Server GSTI [Home] - GETI « Home
T? BHDB-Backup Files (50) adsphotographer.com - SHAPSS373 = Home
{J BHDB-Configuration Ma... 207)
{7 BHDB-Error Messages (507)

{7 BHDBFiles containing... (607}

Snap Server SNAPE24929 [Home] - SMAPE24529 - Horme
Snap Server SAINTSNAP [Home] - SAITEMNAF = Home

{7 BHDBFiles containing... (343} Snap Server DIGITALDATAT [Home] - BOT - Unavailable: folder does not exist. SHARET: acesag - For ACES publicat]
T? BHDB-Files containing... {50) Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping:
{J) BHDB-Footholds {45)

£ BHDB Misc (116) Snap Server FTP-SERVER [Home]

{7 BHDB-Pages containing... (765) Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my personal

{7 BHDB-Pages containing... {159} YWeb Hosting: msmecs.net - www.msmes.net PUB FTP

(] BHDB-Privacy Related (196) Add star Like Share Share with note Email Keep unread Edittags: BHDB-Various Online Devices

{7 BHDB-Remote Administr... {36) 3 Shap Server XRAYZ [Home] - ¥RAY7 « Home

¥ BHDB-Reported Vulnera... (20} Shap Server SNAP2056G1 [Home] - SNAPZOSEET - Home

L#. 1 BHDR. Sensitive Direct 200} J
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Bing/Google Alerts

THICK CLIENTS TOQOLS

Google/Bing Hacking Alert Thick Clients
A Google/Bing Alerts

A Allow user to
Aeg. § wms p a mk nintheldRla m

A Several being released:

A Google Desktop Gadget
A OS independent client

~al
2
o \/_ 2\
9 3
| J
8 4
\7\6%
o) 1

A Droid app (coming soon) [ st - Googe g k.
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ADVANCED DEFENSE TOOLS

DEMO
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New Defenses

SE M M E J C - @

\/ Tools exist

\/ Convenient

\/ Reatime updates

\/ Multiengine results

\/ Historical archived data

\/ Multidomain searching
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Google Apps Explosion

SOMANY APPLICATIONSTO ABUSE

GOC’g[e alerts Gongle reader %umqﬁggle
Google custom search G 00 l e
oo, Googlebuzz & trendsg
GOO N
= Seamhgzg GOOglE code Google health
Google calendar Google news Googse public data explorer

GOUSIE’ docs Google Insich
ghts for Search
Google blogs e GOOglE wave ‘W

preview
Hgle m
Google maps Google groups
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Google

Google PhoneBook s

SPEAR PHISHING

gle ‘phonebook: schmidt, eric
PhoneBonk

Search PhoneBook H Search the Veh | Preferences

Residential Phonebook

Results 121 - 150 of about 209 for phonebook: schmidt, e|

Google CEO - Eric Schmidt

Eric Schmidt B (952)403-9689 3 1761 Countryside Dr Shakopee, MM 55379-4451 Map
Eric Schmidt B - (815)522-6299 8 413 Prairie St Kirkland, IL 60146-0000 Map
Eric Schmidt B2 (636) 942-39494 9 6404 Lipizzaner Drmperial, MO 63052-4142 Map
Eric Schmidt B (618)644-9277 @ 2260 Steinkoenig School R, Highland, IL 62248-4006 Map
Eric Schmidt B (715) 32452320 N17082 Roth Ln,Pembine, ¥l 54156-0000 Idap
Eric Schmidt W5 (360)854-0973 @ Sgggﬂ_?&ﬁ”dme LnSedro Woalley, Wi Map
FErit: Schmidt B5 .. (650)964-4017 & Mountain View, CA 94043-0000 hdap

ric schmi = = 41 hardwood Ur,Aermon, Me U4al1-UZoa Map

Gocgle
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Googs
Google Code Search 2008

VULNS IN OPEN SOURCE CODE

ARegex search for vulnerabilities in public code
AExample: SQL Injection in ASP querystring
Aselect.*from.*request .QUERYSTRING

GOL)S.Q code search kelect rom*request. QUERYSTF Advanced Cade Search

labs I I
ly idis SQL injectable
Code reply idis SQLin) Results 1 - 10 of about 2,000
querystring parameter
post.asp
45: =trggl ="SELECT * from reply where reply id = (' & Request.QueryString ("reply_id") }
46: msg = "<brr<brrx<¢04£°0»0D ATAGAx-O0° T tTALST 2 AATT Rt T TIIRT,

57: strigl ="SELECT T Message from Topics where Topic id = " & Request.QueryString ("reply_id")
58: meg = "<br><br>x¢04£°0»00 ATASAx:OR°T *TALGL 2 AAI+A%AS sT0xO. "

vy .cnarts.netfeweb/download/software/bbsiradeforum zip - Unknown - ASP - More from tradeforum zip »
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GOOGLE CODE SEARCH HACKING

DEMO
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code search SZE

Google Code Search

VULNS INOPEN SOURCE CODE
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